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Introduction

Today’s retail IT environment encompasses Omnichannel, mobile point of sale (mPOS), online customer 
service, and employee interactions with corporate resources. This means IT increasingly relies on mobile 
devices and the wireless networks that support them.  However, mobile devices and wireless infrastructure 
pose serious risks for retailers’ data security and regulatory compliance. In addition, when abused, mobility 
can degrade critical service levels and worker productivity. With mobility deeply embedded in retail 
networks of all sizes and likely to gain further momentum, it is prudent for retail IT professionals to adopt a 
systematic approach towards managing mobility. 

Recognizing the importance of mobility, Barracuda strategically integrates methods for protecting and 
managing mobility in several of our cloud-connected solutions. As a single source, Barracuda simplifies 
the implementation of strategies for mobility. This white paper discusses Barracuda solutions for mobility 
in the retail environment.

Web Security for mPOS tablets and BYOD Smartphones

Mobile Endpoint Security

A variety of mobile devices now connect to retail information networks including tablets used for mPOS 
as well as Bring Your Own Device (BYOD) smartphones and laptops owned by different classes of users 
ranging from the CEO  and sales associates to customers.  Without protection, mobile devices can be entry 
points for malware that contributes to catastrophic data breaches, theft of banking credentials, and other 
harm. In addition, mobile users can stream media and download files that consume enough bandwidth 
to degrade critical services. 

Barracuda Web Filters (available as hardware appliances, virtual appliances, and cloud services) are 
purpose-engineered to provide security and to manage bandwidth usage for mobile and fixed users on 
and off the network. Barracuda Web Filters protect and manage Chromebooks, Windows Pro tablets, and 
iOS devices through global proxy settings that force traffic from these devices through a Barracuda Web 
Filter. Once configured, a Barracuda Web Filter prevents mobile users from connecting to sites infected 
with malware and for added protection also blocks malware downloads. We recommend configuring the 
global proxy settings of tablets deployed for mPOS to direct their Internet traffic through a Barracuda Web 
Filter for web security and to apply web filtering policies to manage bandwidth usage and content. 

In addition, Barracuda Web Filter works with the Barracuda Safe Browser. The Barracuda Safe Browser is a 
full-featured web browser users download for free from the Apple App Store to provide secure web access 
from iOS devices. Barracuda security engineers suggest installing Barracuda Safe Browsers on iOS tablets 
and employees’ iOS smart phones if they connect to your wireless network as an added layer of defense 
against malware.

Mobile laptops used by corporate staff and store managers should also be of concern. The Barracuda Web 
Filter detects spyware on Windows laptops and has a tool that removes spyware.

The Barracuda Web Filter also provides, at no extra cost, Web Security Agents (WSAs) that protect Windows 
and OS X laptops by directing their traffic to the Barracuda Web Filter.

Managing Mobile Bandwidth Usage

After proxying your mobile devices to a Barracuda Web Filter, 
you can use Active Directory and other forms of authentication 
to create granular policies for different classes of users to 
manage bandwidth usage through bandwidth limits, file 
download size, file types, time of day and several other criteria. 

Secure Mobile Connections to Network Resources

As part of systematic strategy for managing mobility, it’s wise 
to provide corporate users and distributed store managers 
with secure mobile access to corporate IT assets. For this 
purpose, Barracuda created the Barracuda SSL VPN. It extends 
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private cloud access to most mobile devices. The Barracuda SSL VPN lets remote users securely access 
an organization’s applications and files from virtually any mobile device through an intuitive mobile 
portal. The Barracuda SSL VPN ensures secure connectivity through powerful options for multi-factor 
authentication. In addition, the device configuration feature makes it easy to configure iPhones, iPads and 
Mac laptops for exchange, mail, LDAP, Webclips, Client Certificates, IPsec, and PPTP. Administrators can also 
configure Windows devices for secure remote connections using the Barracuda SSL VPN. 

Wireless Networks

Gateway Security for Mobile Devices and Wireless Networking

As part of its comprehensive gateway security, the Barracuda NG Firewall lets BYOD users enjoy the 
full capabilities of their mobile devices while reducing risks to the business. Administrators can block 
undesirable applications, while LAN segmentation adds protection for sensitive data. The Barracuda NG 
Firewall’s network-access control checks the health status of each device connecting to the corporate 
network. Selected models of the Barracuda NG Firewall provide a built-in Wi-Fi (802.11n) access point. 
Barracuda NG Firewalls VPNs have dedicated support for iOS and Android mobile devices. 

Single Sign On for Wireless Network Web Filtering 

Along with endpoint security, Barracuda Web Filters integrate with several wireless access points. The 
integration passes user authentication data from an access point controller to a Barracuda Web Filter. This 
lets administrators provide single sign on (SSO) to improve the user experience.

Centralized Mobile Device Management

Free to Barracuda customers, the Barracuda Mobile Device Manager (MDM) is a cloud-based service 
for managing mobile iOS devices and related Barracuda applications. The Barracuda MDM simplifies 
managing iOS devices using a console accessed through the Barracuda Cloud Control portal. Using MDM, 
administrators can:

• Set device security policies including revoke access and device restrictions 
such as passcode policies and global proxy settings

• Deploy and manage applications including Barracuda mobile applications such as Safe Browser to 
enforce browsing policies, Copy to improve workflow, and SignNow for legally e-signing documents. 

• Remotely manage and monitor mobile devices in a consolidated 
view via an intuitive, easy-to-use dashboard

Administrators can enroll users by sending them an email invitation from within the MDM service. 
Optionally users can download the Barracuda Mobile Device Companion app from the iTunes App Store.

Summary

Barracuda delivers a comprehensive set of solutions for managing the security, access to, and bandwidth 
usage of wireless devices and networks. Along with technology that simplifies IT for retailers, Barracuda 
provides the convenience of one-stop shopping and a single point of technical support for administering 
and managing mobility in the retail industry.
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About Barracuda Networks, Inc.

Protecting users, applications, and data for more than 150,000 organizations worldwide, Barracuda Networks 
has developed a global reputation as the go-to leader for powerful, easy-to-use, affordable IT solutions. The 
company’s proven customer-centric business model focuses on delivering high-value, subscription-based IT 
solutions for security and data protection. For additional information, please visit www.barracuda.com.


