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Future-Proofing Enterprise 
Security Awareness in the 
Age of Workforce Mobility 
 

Enterprises today are adapting their strategic priorities towards enabling 
a more mobile, productive and high performance workforce. Ways of 
working are shifting towards collaborating across a broader range of 
geographies, with a much needed focus towards building agility and 
flexibility across different work environments.  

The COVID-19 pandemic further accelerated this push to mobility, 
requiring many companies to reinvent their workforce strategies very 
quickly. The unprecedented shift towards remote working created a 
mass exodus of employees out of their office spaces and into their 
homes. Crucial to meeting these changing requirements was the rapid 
ability to deliver the tools and platforms that employees need to ensure 
business continuity in their new environments.  

From a security standpoint, mobile environments have increasingly 
expanded the remit of responsibility for security teams to manage. 
Security and risk exposures are no longer limited to company networks 
and policies, but are in the hands of employees and the precautions they 
take to prevent cyber attacks in their own environments.  

Without the right controls and security awareness,  employees need to 
be conscious of their clicks, permissions and interactions across their 
mobile environments, to ensure they aren’t falling into the trap of causing 
security breaches themselves. The reality is that it’s a hard ask of 
employees today. Impersonation attempts end up looking just as 
inconspicuous as legitimate emails, and users have a higher tendency to 
trust when they’re more focused on completing tasks and remaining 
productive in a challenging/distracted/new work environment.  

Employees play an important role not only in the success of their 
respective businesses, but in maintaining a secure environment in their 
workplaces and enterprise systems. Lack of end-user awareness and 
training on secure practices across their enterprise platforms will leave 
organisations vulnerable to threats, especially in a mobile, under-
supervised environment.  

To outline the readiness of organisations in employee awareness and 
training, Barracuda commissioned Forrester to explore current trends 
and priorities in this space, especially across Forrester Research and 
Business Technographics data. The key finding is that Australian 
enterprises have further scope for structure and rigour in security training 
and practices, to build effective security awareness and culture across 
their workforce today.  

Barracuda Networks 
commissioned Forrester 
Consulting to leverage Forrester 
Research and Business 
Technographics data to explore 
the scope and priorities of 
enterprise security in Australia. The 
data and insights in this survey are 
based on existing research 
findings from Forrester’s research 
on security decision-makers in the 
market.  
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KEY FINDINGS 

ñ CISOs recognise the need to adapt to increased mobility in 
managing security needs. Forrester’s security survey in 2019 cited 
that one of the top priorities for 35% of decision makers in Australia 
is improving their remote working capabilities. 

ñ Australian organisations are increasing focus on security 
training and awareness. In the context of broader security priorities, 
64% of decision makers are keen to further rollout effective security 
training and awareness for their employees.  

ñ Organisations still have to balance building the right security 
practices amid competing business priorities. While decision 
makers in Australia understand the importance of making their 
employees aware of the right security practices, 1 in 4 organisations 
need to first take broader business priorities into consideration given 
the fast-paced environment they are expected to excel in. Security 
decision makers thereby have to build urgency in security awareness 
in the context of the broader business environment.  
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Employee Mobility Has Changed The 
Security Game  
Forrester Business Technographics data validates that ways of working 
have transitioned from only face-to-face interactions to a combination of 
offline and online ways of doing business. Employees are expecting the 
flexibility of working across a variety of channels and environments, to 
enable the productivity their job demands of them.  

These evolving environments require CISOs in Australia to not only have 
their security structures pervade across these new environments, they 
also need to make employees aware of these new vulnerabilities.  

Evolving trends and CISO priorities in Australia highlight that:  

ñ Manouvering around increasing IT complexity is top-of-mind. 
Organisations in Australia attribute a significant focus of their security 
priorities towards staying ahead of the evolving IT environment. 
Nearly 40% of CISOs in Australia cite the changing and evolving 
nature of IT threats to be a critical issue to continuously stay ahead 
of, while 36% also consider the complexity of their IT environment to 
be a challenge. 

ñ Security teams need to adapt to multi-device ways of working. 
Driven by the productivity and connectivity expected of employees 
today, To help improve employee productivity, enterprises focus on 
connectivity and having workflows seamlessly available across fixed 
and mobile devices. Furthermore, almost 1 in 2 (49%) employees 
say their company allows them to choose their own device from a 
pre-approved list. Almost half of the workforce, especially across the 
Gen Y segment, prefer to use their own technology they have at 
home for work purposes. 

ñ Email security needs to adapt to increasing preference towards 
mobility. End-users, especially millennials, hold a strong preference 
for mobility and flexibility in the way they communicate. In fact, 30% 
of Australian users prefer to respond to email via mobile devices, 
second to their primary medium on their computers. Email is 
becoming such a critical and vulnerable medium for the exchange of 
confidential data. Australian organisations are somewhat 
understanding the need to adapt their email security accordingly, as 
between 43-47% of organisations are investing in email and content 
security capabilities such as content-based email encryption. 

ñ Organisations in Australia have seen the impact of lax security 
practices. Almost 1 in 3 security decision makers in Australia 
believe sensitive data has been compromised or breached 3 to 5 
times in the last 12 months. While CISOs have acknowledged the 
need for more focused security capabilities, this highlights that more 
action needs to be taken to pre-empt and avoid security breaches.  

 

 

43%

47%

63%

Email security

Content security

Web URL filtering

What are your firm's plans to adopt the 
following email content security and web 

content security technologies?

Base: 83 Security decision-makers in Australia with 
client/endpoint, data, or mobile security 
responsibilities 
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Security Awareness And Training Need 
A New Approach  
Organisations are having to manoeuvre their security capabilities across 
an increasingly complex IT environment and more diverse employee 
preferences. An essential component of getting ready for these new 
changes is to equip employees with the right behaviours and abilities that 
help them effectively manage security threats they might be exposed to.  

Training is such an important component of enabling employees with 
these capabilities. To guide security training in the right direction, 
decision makers need to be conscious of certain challenges in front of 
them.  

ñ Security has an image issue. In the context of larger business 
priorities, revenue generation takes precedence over building 
stronger security practices. Sixty percent of security decisions in 
Australian enterprises are still largely made by IT teams, rather than 
broader business teams. In order for organisations to future-proof 
security from the evolving technology landscape, it needs to be 
embedded into the business priorities and practices of its workforce. 
This siloed governance of making security decisions will not help in 
bringing security higher up the business agenda and garner the 
prioritisation it needs. 

ñ Initiatives to build a culture of security awareness often fail to 
catch employee attention. The core focus of employees is to 
concentrate on tools and activities that help them remain productive. 
Hence, security awareness and the role they play in protecting their 
organisation takes a back seat. In fact, 40% of knowledge workers 
globally tend to ignore their company’s security policies as they don’t 
see the value and would rather focus on building their efficiency in 
work tasks.  

ñ Security training needs holistic focus for effective impact. While 
organisations realise the business and technical complexity that their 
security practices need to cover, a majority of organisations prioritise 
technical controls and infrastructure enhancements. This leaves little 
investment for security staff and awareness training initiatives. For 
instance, only 15% of organisations in Australia are considering 
staffing needs in their security departments as an immediate priority, 
while only a third (34%) are looking to increase their security training 
and awareness in the next 12 months.   
 

ñ Potential for more impact and access to security training. The 
limited investment and focus on security training is demonstrated in 
the lack of readiness of employees and their awareness of the right 
security practices. Only 30% agree that they receive security training 
in the workplace, while 27% say they know what to do if a security 
breach occurs.   

 

Increase investment in 
security training 

Percentage of employees 
who know what to do if a 

security breach occurs 

34% 

27% 
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Key Recommendations 
Today’s IT environment has made the job of CISOs much more complex, 
in building the right security frameworks that protect the enterprise 
against rising threats. While it is important for decision makers to stay 
ahead of the latest security technologies and capabilities, there is an 
equal need for the processes and approach that governs these security 
capabilities to be looking ahead for the future needs of the enterprise.  
 
CISOs in Australia not only have to think about having a comprehensive 
approach to their tools and technologies, but also enable a people 
focused business practice that complements the capabilities with a more 
sustainable approach.  
 
In order for CISOs to have an effective security capability and strategy, 
they should:  
 
Focus on the human element of a security strategy. With an 
increasingly digital employee base, employees need to have the right 
mindset and behaviours to maintain an optimum security environment. 
Elevate communication on security beyond one-off training and focus on 
consistent enablement campaigns. Develop internal security champions 
within teams, to instill a security culture and true awareness of the right 
pre-emptive behaviours.  
 
Email security needs to move in tandem with larger security needs. 
While a majority of security budgets in Australia are being allocated to 
managing IT complexity, it’s also important for CISOs to build focus as 
required towards content security for remote laptops and communication 
channels. Given the speed and scale with which organisations have to 
work, it’s important to consider advanced capabilities in the technologies, 
such as advance threat intelligence and malicious site detection, within 
these security paradigms.  
 
Focus on training programs that drive behavioural change rather 
than information sharing. With the pressures of staying productive and 
focusing on completing tasks quickly, employees are not always 
conscious of the emails or links they click. Engage them with training that 
exposes them to realistic threat-types and enable them with information 
they need to behave with security top of mind.  
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ABOUT FORRESTER CONSULTING 

Forrester Consulting provides independent and objective research-based consulting to 
help leaders succeed in their organizations. Ranging in scope from a short strategy 
session to custom projects, Forrester’s Consulting services connect you directly with 
research analysts who apply expert insight to your specific business challenges. For 
more information, visit forrester.com/consulting.  

© 2019, Forrester Research, Inc. All rights reserved. Unauthorized reproduction is strictly 
prohibited. Information is based on best available resources. Opinions reflect judgment at 
the time and are subject to change. Forrester®, Technographics®, Forrester Wave, 
RoleView, TechRadar, and Total Economic Impact are trademarks of Forrester Research, 
Inc. All other trademarks are the property of their respective companies. For additional 
information, go to forrester.com.  

 

 

 

Appendix A: Supplemental Material 
RELATED FORRESTER RESEARCH 

“Security Budgets In Asia Pacific”, July 15, 2019. 

“Transform Your Cybersecurity Capability”, August 2, 2018. 

Forrester Data Global Business Technographics Security Survey, 2018 

“Harden Your Human Firewall”, March 2019 

“Instill A Security Culture By Elevating Communication”, October 2018 

“Building The Business Case For Security Awareness And Training”, March 2019 

“Practices For Securing And Empowering A Mobile Workforce”, April 2016  
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