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Parkmead Group rapidly reduces 
email incident response times to 
minimize cyber-risk

Profile 

• Parkmead Group is a UK and Netherlands-focused 
independent energy group

• It produces gas from four fields in the Netherlands
• The group is also exploring value-added projects in 

renewable energies

Challenges

• Limited IT manpower 
• Previous email solution missed some threats 
• Time-consuming incident response processes

Solution

• Barracuda Total Email Protection

Results

• Incident response times reduced from 2-3 days to a 
couple of hours

• Seamless deployment 
• Enhanced, AI-powered inbox protection

An organization with just 20 users might not seem like a 
magnet for cyber-attacks. But Parkmead Group plays in the 
oil and gas sector—one singled out as a potentially lucrative 
target by many threat actors. 

Group IT Infrastructure Manager Alister MacKinnon works with 
a small team to support cybersecurity across the company’s 
four business units. Fortunately, a chance conversation with 
a Barracuda Networks Account Manager helped to drive 
improved incident response and enhanced email protection 
for the firm. 

In the firing line
Organizations in the oil and gas sector face threat on 
several fronts. On the one hand their perceived wealth and 
proliferation of operational technology (OT) environments 
are a draw for ransomware actors. On the other hand, those 
with interests in the fast-growing renewable energy sector 
might also be targeted for inside knowledge and intellectual 
property. The most popular vector for such attacks remains 
email. Of the thousands of global organizations using the 
Barracuda Email Threat Scanner last year, on average each 
one detected 512 attacks, with one in seven mailboxes still 
hosting threats.

At Parkmead Group, they manage 15-20 users across two 
domains—Parkmead and Aupec—with employees having 
used Office 365 since 2018-19. The company’s previous 
provider Symantec MessageLabs had been in place for 
several years, but didn’t deliver the granularity of protection 
MacKinnon and his team were looking for, and incident 
response tickets could take days to resolve.
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Why Barracuda?
Parkmead Group was already using Barracuda Networks for 
backup. So when it was mentioned that they were looking 
to replace their firewalls, their Barracuda Account Manager 
stepped in to suggest the firm could try out Barracuda 
CloudGen Firewall. The conversation developed organically 
to email security and Total Email Protection was quickly 
shortlisted alongside three other vendors’ products.

MacKinnon based his decision in part not only on previous 
experience of working with Barracuda, but also “unbiased 
and uncut technical chats” with his peers in other 
organizations. 

“Barracuda Networks put me in touch with some companies 
using the product, so I asked them what they don’t like about 
it. They came back with ‘there isn’t much not to like. It just 
does what it needs to do and works well at doing it,” he 
explains. “That’s all I needed to know.”

Working with partner Altinet, Total Email Protection was 
installed “seamlessly” in just a couple of days.

Faster, more informed decision-making
Barracuda Total Email Protection is a comprehensive platform 
for email security, covering advanced threat protection at the 
gateway, including behavioral analytics, static analysis, and 
CPU-emulation sandboxing to stop even unknown threats. 
It also features AI-powered inbox protection to enhance 
existing Microsoft 365 security, PhishLine user awareness 
training, and Barracuda Forensics and Incident Response for 
automated threat removal and fast click-through remediation. 
Parkmead Group has deployed all of these capabilities bar 
the user training module, as well as Cloud-to-Cloud Backup.

MacKinnon has been impressed by the level of protection 
offered by the product and the granularity of forensics 
information presented via a unified, easy-to-read dashboard. 

“It really allows you to make more informed decisions and drill 
down into more things,” he explains.

It has already enabled MacKinnon to prevent an Office 365 
account compromised through a supplier from attacking other 
company inboxes with phishing emails. “With just a few clicks 
the offending phishing messages could be removed from 
inboxes and replaced with a default message, before users 
could open them,” he says.

Under the previous provider, MacKinnon and his team had to 
hunt through the portal to find issues, but with little contextual 
information to hand they were often forced to contact 
technical support for next steps. This meant cases could take 
days to resolve.

“Hand-on-heart I can say Barracuda Total Email Protection 
has cut down investigation time for any issues dramatically,” 
he concludes. “It’s so easy to navigate the dashboard and 
remediate any issues. It’s the difference between taking  
2-3 days versus a couple of hours to get to the bottom of  
an issue.”

 

Visit our website to learn more about  
Barracuda Total Email Protection.

https://www.barracuda.com/products/totalemailprotection

