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Organizations are moving to the cloud in droves as a way to cut costs, simplify IT processes, and increase scalability, among other reasons. 
However, shifting legacy resources and applications to the cloud can also bring about new challenges, which is why cloud computing services 
continue to face common adoption deterrents even amidst widespread market acceptance and spending prioritization. ESG research reveals 
that security concerns are the top factor preventing either the initial adoption (47%) or more pervasive usage (48%) of public cloud computing 
services (see Figure 1). This data strongly suggests that, regardless of an organization’s position on the cloud computing adoption curve, 
security is the most common factor slowing or preventing the consumption of these services. 
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Figure 1:

CLOUD SECURITY CONCERNS ARE VIEWED AS AN “IT RISK”

DETERRENTS TO MORE PERVASIVE USAGE OR INITIAL ADOPTION OF CLOUD COMPUTING SERVICES.
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ESG research shows that 63% of enterprise organizations currently use SaaS, and nearly half of those use SaaS to deploy at least 20% of 
their business applications. This means that an abundance of critically-sensitive applications are already being hosted on public cloud, and 
that many more will be following as SaaS usage continues to climb. These applications must be absolutely secure. The good news is that elite 
application security is much more attainable on the cloud than it ever could have been through the majority of organizations’ on-premises 
solutions. The bad news is that cloud providers vary in terms of security offering and capabilities, and customers could find themselves 
wanting a richer set of tools.  
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Cloud providers continue to popularize the model of “shared security.”  
This is a good concept, but it can lead to a disconnect between 
customers and cloud providers that exposes unnecessary risks. 
Organizations need solutions from both cloud providers and partners. 
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Current or prospective Amazon Web Services customers seeking to bolster their cloud 
application security may want to investigate the Barracuda Web Application Firewall. 
Barracuda Networks’ product can augment native AWS audit capabilities by delivering 
real-time controls, inspecting inbound web traffic, and then blocking a variety of attacks:

    ·   SQL injections 
    ·   Cross-site scripting 
    ·   Malware uploads 
    ·   Volumetric attacks
    ·   Application attacks

The integrated access control engine enables administrators to create granular access 
control policies for authentication, authorization, and accounting (AAA). Finally, the 
onboard L4/L7 load balancing capabilities enable organizations to add back-end servers 
to scale deployments as they grow. Its application acceleration capabilities include 
SSL offloading, caching, compression, and connection pooling.

Barracuda Web Application Firewall on AWS provides a full set of features to protect cloud networks 
and applications, and secure connections with remote users and locations or across AWS regions. 
Lastly, Barracuda also offers rich reporting and traffic analysis tools for network monitoring and 
troubleshooting. Barracuda offers solutions on AWS through the AWS Marketplace, and through 
a Bring Your Own License (BYOL) option. Organizations at any stage of the cloud migration process 
that are seeking to improve their cloud application security can find more information about 
Barracuda’s firewall at https://aws.amazon.com/marketplace/pp/B00HG2DLWO/
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