
About Citizens and Farmers Bank
Founded in 1927 in Virginia, Citizens and Farmers (C&F) Bank steadily became a solid financial 
institution serving local, community-based businesses and customers. Through the years, C&F Bank 
has proved that dedicated, well-trained employees, a commitment to outstanding service, and a 
diverse offering of quality financial products are the keys to success and growth. Today, the company 
has grown into a financial corporation with 25 branch offices and five wholly-owned subsidiaries: C&F 
Mortgage Corporation, C&F Finance Company, C&F Investment Services, C&F Insurance Services and 
C&F Title Company.  

Unrestricted Internet Access Strained IT Resources
The C&F Financial Corporation IT department consists of six team members and supports 600+ users 
across its 25 branch locations and five subsidiaries. With unrestricted access to the Internet, keeping 
the organization’s computing systems free of viruses and spyware became a huge problem.  

At C&F Mortgage alone, the network administrator was spending 10 hours a week cleaning up 
infected computers. Over time, even with its then-existing web security gateway, the Corporation 
saw how the Internet was a  huge distraction for employees, while also placing increasing demands 
on the IT team and infrastructure. 

Vinson Berry, network administrator for C&F Financial Corporation, realized their existing web security 
gateway was not ideal. “It required three servers to run, and we spent a lot of time keeping them all 
in sync,” said Berry. “Authenticating users was tied to the active directory structure and mode, so we 
constantly had to switch things around.  In terms of managing the product, most of what we wanted 
to do was an exercise in frustration.”

Barracuda Networks Delivers Time, Cost Savings, and Productivity
Looking for an integrated, easy to use and intuitive security solution, Berry turned to Barracuda 
Networks. During the 30-day free evaluation period, he chose to run the Barracuda Web Security 
Gateway 610 in audit mode for one week. “We watched where users were going, what the (Barracuda 
Web Security Gateway 610) would or wouldn’t have blocked; and we were astounded at the results,” 
said Berry.  That experience, combined with significant cost savings, clinched the deal. 

Social media sites forced Berry and his team to revisit how the Corporation should handle which 
websites employees had access to.  The Barracuda Web Security Gateway 610 gave Berry and his team 

About the Barracuda Web Security Gateway 
The Barracuda Web Security Gateway is a web content filtering solution 
that enables the connected business to benefit from new technologies 
and online tools, without being exposed to lost productivity, wasted 
bandwidth, and data loss. It enables highly granular, real-time 
visibility into online activity, letting administrators create and enforce 
effective content and access policies. Included free are unlimited 
agents and software licenses to enforce content and access policies 
on mobile devices being used outside the corporate network.

About the Barracuda Email Security Gateway 
The Barracuda Email Security Gateway is the world’ best-selling email 
security solution. It includes best-of-breed spam and virus blocking, 
data protection, DoS prevention, large file transfer, email continuity, 
encryption, and policy management — at one affordable price. As 
new email security requirements emerge, the Barracuda Email Security 
Gateway is automatically updated with new capabilities to ensure long 
term protection. This easy-to-use product is available in eight scalable 
models to fit the needs of any-sized organization. The Barracuda 
Email Security Gateway is also available as a virtual appliance.

Large Financial Corporation Realizes Significant 
Gains in Employee Productivity

Summary
• Citizens and Farmers Bank
• Founded in 1927 in Virginia
• 25 branch locations and five 

wholly-owned subsidiaries
• IT department has six team members 

and supports 600+ users 

Challenges:
• Unrestricted access to Internet 

caused viruses and spyware to 
infect company computers

• Upkeep of existing web security 
gateway solution took too much time 

• Sifting through spam emails 
reduced employee productivity 

• Needed an integrated, easy to use 
and intuitive security solutions

Solutions:
• Barracuda Web Security Gateway 610
• Barracuda Email Security Gateway 300

Results:
• Granular control over what sites 

employees could visit while at work
• Blocked 93 percent of our 

incoming email – all of it spam
• Easy to manage and east-to-

navigate user interface
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granular control over what sites employees could visit while at work.  To enable access, Berry used the 
Barracuda Web Security Gateway’s Active Directory feature to give specific groups of users the social 
networking access they needed while restricting the sites for other employees. 

Powerful Protection for Inbound and Outbound Email
Receiving and processing over 70,000 emails a day was a huge drain on the network as well as on 
employee productivity since employees had to sift through loads of spam trying to filter out legitimate 
email. Additionally, this action inadvertently exposed them to potentially dangerous phishing attacks 
and offensive content. After Berry installed the Barracuda Email Security Gateway 300, the impact was 
phenomenal. 

“The last time I checked, we had blocked 55,000 emails and another 7,000 rate-controlled emails over 
the course of one day,” said Berry.  “Out of over 66,000 emails, only 4,300 were legitimate, meaning that 
Barracuda Email Security Gateway blocked 93 percent of our incoming email – all of it spam.  Prior to 
Barracuda, our protection was nowhere near that.” 

Unlike other solutions, the Barracuda Email Security Gateway does not require any additional hardware 
investments and removes the need to spend countless hours managing it. “Not having to worry about 
security updates and programs conflicting with each other anymore is a huge stress relief,” said Berry.  
“The Barracuda devices are easier to manage and the interface is easier to use – very much so.”

Conclusion
The reliability, performance and affordability of the Barracuda Networks solutions has ultimately 
helped to ease the strain on the IT staff at C&F Financial Corporation and has enabled Berry and his 
team to concentrate their efforts on other important issues.   

“In any job you want to be able to do more with less, and when you can have something that basically 
runs itself, that you have faith in— that’s the product you really want to have,” he said. “And that’s how 
I feel about Barracuda Networks.”

Out of over 66,000 emails, only 4,300 were 
legitimate, meaning that Barracuda Email 
Security Gateway blocked 93 percent of 
our incoming email - all of it spam.

Vinson Berry
Network Administrator
Citizens and Farmers Bank 

Barracuda Web Security 
Gateway Fast Facts
• Eliminates spyware and other forms  

of malware
• Millions of URLs in 95 categories for 

comprehensive content filtering
• No per-user licensing fees
• Ideal solution for school districts and 

other educational organizations
• Enforces content filtering and access 

policies on iPads and BYODs

Barracuda Email Security 
Gateway Fast Facts
• Services up to 1,000 active email users
• Compatible with all email servers
• Easy plug-and-play installation
• Per-user settings and quarantine
• Clustering for redundancy  

and added capacity
• No per-user or per-server fees
• Encryption and Large File 

Transfer included free


