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Delivering peace of mind for UK 
schools trust via comprehensive 
email protection and backup.

Profile 

• Estuaries Multi Academy Trust is a UK schools trust 
based in Devon

• It currently manages three schools: Dawlish College, 
Newton Abbot College and Starcross Primary School

• There are roughly 2000 users including staff and 
students and 1000 endpoint devices to manage across 
the three schools

Challenges

• A small IT team of seven

• Under-powered native Microsoft 365 security

• User base of students prone to clicking on phishing and 
accidentally deleting emails

Solutions

• Barracuda Email Protection

• Barracuda Cloud-to-Cloud Backup

Results

• Protects users from phishing, including data theft and 
ransomware

• Saves IT team time to spend on important day-to-day 
tasks

• Will help user awareness and education 

• Has become an essential element of the trust’s disaster 
recovery strategy

 
Over 90% of cyber-attacks start with email. Tricking users into 
clicking on a phishing link or opening a malicious attachment 
is still the most effective way for threat actors to monetize their 
campaigns. And in school-age students and time-poor teachers, 
they have the perfect victims. It was one such successful attack 
on an Microsoft 365 inbox a few years back that proved to IT 
services manager Kevin Bennett he needed to bring in third-
party security.

Fortunately, with Barracuda in place, the trust has been able to 
repel frequent attempts at data theft, ransomware, extortion  
and more while gaining peace of mind that critical data is 
backed up.

Schools in the crosshairs

The education sector has come under increased scrutiny 
during the pandemic, as threat actors sought out weaknesses 
in remote learning infrastructure and distracted users. 
Ransomware attacks targeted education institutions on both 
sides of the Atlantic. In the US, it’s estimated to have cost 
schools over $6bn in 2020, while in the UK, a government 
study in 2021 claimed 58% of secondary schools and 75% of 
further education colleges had identified a breach.

Financial impact aside, cyber-attacks can divert IT resources 
away from much-needed day-to-day tasks, expose staff, 
students and parents to follow-on fraud, and disrupt teaching. 

CASE STUDY

https://www.estuaries.co.uk/our-academies/
https://www.infosecurity-magazine.com/news/ransomware-cost-us-schools-6bn-2020/
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2021/cyber-security-breaches-survey-2021-education-annex
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2021/cyber-security-breaches-survey-2021-education-annex
https://www.infosecurity-magazine.com/news/schools-shut-ransomware-attacl/
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A complete suite 

Barracuda was Kevin’s first choice for email security and 
Microsoft 365 backup. A key feature that attracted him to 
Barracuda Email Protection was Impersonation Protection 
(formerly known as Barracuda Sentinel). The solution leverages 
AI and deep integration with Microsoft 365, to mitigate the 
risk of business email compromise, account takeover, spear 
phishing and other attacks. 

He was also impressed by Cloud-to-Cloud Backup, with its 
archiving features for Microsoft 365. While the former provides 
peace of mind in the event of a ransomware outage, the latter 
is useful in a workplace where users regularly delete emails 
accidentally, Kevin explains. He complemented these with 
Security Awareness Training (formerly known as PhishLine) for 
end-user education.

“As a complete suite, it’s pretty damn good,” he says.

After rolling out the suite to Newton Abbot College without any 
problems, Kevin and his team took the “no brainer” decision to 
deploy the same solutions to the trust’s remaining two schools 
the following year.

“As a complete suite, it’s pretty 
damn good.”

Kevin Bennett 
IT Services Manager 
Estuaries Multi Academy Trust

Saving time and boosting security 

Barracuda Email Protection really came into its own during the 
pandemic, when staff and students used unsanctioned devices 
to log in to the school network from home.

“The fact all security is done at the perimeter of our cloud 
presence was comforting, knowing it didn’t matter what kind 
of devices they were using—because [traffic] would still hit 
Barracuda first before our Exchange and OneDrive. Having the 
solution in place before COVID hit made us realize we were 
in a good place and didn’t need to panic too much,” Kevin 
explains.

“At first, the number of threats and invalid emails we were 
getting came as a bit of a shock. Then to realize all this rubbish 
is now getting filtered out was a definite feel-good moment.”

Thanks to Impersonation Protection and the platform’s other 
threat protection capabilities, Kevin and his team are dealing 
with “noticeably fewer issues,” which frees them to focus on 
important tasks like fixing PCs and printers, and making sure 
accounts are provisioned and de-provisioned on time, he adds.

Changing behaviors 

Ultimately, best practice security involves more than industry-
leading technology. It requires conscientious users to minimize 
risk exposure by thinking twice before they click. That’s why 
Kevin is currently running Security Awareness Training (SAT) 
campaigns. 

We have now completed our first SAT testing campaign and 
it appears that the training we sent out has had a positive 
impact,” he says. “Only a very small number of people fell for 
the phishing email we sent out, and many got in touch to check 
the validity of the phish.”

SAT allows customers to select from hundreds of real-world 
threat templates, to run highly realistic and current scenarios to 
test their users. These are complemented by a large variety of 
engaging training content and detailed user behavior metrics to 
help inform next steps. Although the trust is awaiting feedback 
from the campaign, Kevin is looking forward to embarking on 
the next stage of the project to teach users how to be more 
cyber-aware.

In the meantime, a possible expansion of the trust could mean 
the Barracuda solution is rolled out to several other schools. 
But for now, the trust is delighted with the results so far.

“It’s added a lot of peace of mind for me and the team and 
senior leadership that we have a secure email solution now and 
good backups of all our Microsoft 365 and SharePoint data,” 
Kevin concludes. 

“Should anything go horribly awry we know we can recover. So 
we feel Barracuda forms an integral part of our recovery plan 
now. We couldn’t do without it.”

Learn more about Barracuda Email 
Protection & Barracuda Cloud-to-Cloud 
Backup

barracuda.com/products/email-protection 
barracuda.com/products/cloud-to-cloud-backup

https://www.barracuda.com/resources/Barracuda_Sentinel_DS_US
https://www.barracuda.com/products/email-protection
https://www.barracuda.com/products/cloud-to-cloud-backup

