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Comprehensive email security 
and cloud backup delivers peace 
of mind for UK college.

Profile 

• West Nottinghamshire College (WNC) is a leading 
provider of post-16 education in the north of England

• It hosts 14,000 full and part-time students and 800 staff 

• The IT team at WNC manages 4,000 college-owned 
desktops and cloud inboxes for all staff and students

Challenges

• Large volume of phishing emails

• Reluctance to use native Microsoft 365 security

• Low user cybersecurity awareness levels

Solution

• Barracuda Email Protection

Results

• Blocked 93,000 out of 165,000 emails over 30-day 
period

• Highly intuitive for IT team to use

• Backup provides peace of mind

Like its counterpart in the US, the UK’s education sector has 
been struck repeatedly with cyber-attacks during the pandemic. 
Further education colleges are particularly at risk. Government 
research from March 2021 reveals that 75% experienced a 
serious breach or attack over the previous 12 months, versus 
a figure of 39% across UK businesses. It’s a trend that West 
Nottinghamshire College (WNC) Network Engineer, Marc Smith, 
was well aware of.

“It seems a lot like the education sector is one of the priorities 
for hackers. We’re aware of quite a few other colleges that have 
had a ransomware attack and suffered quite a bit,” he says. 
“Fortunately, so far, we’ve been unaffected.”

That’s due in no small part to WNC’s deployment of Barracuda 
Email Protection during 2021. It’s given Marc and his team 
the confidence that the college is as secure as it can be from 
spiraling cyber threats.

Time for change

WNC is a large further education college in the north of 
England, providing education and training to 14,000 full and 
part-time students, from entry to university-level. Marc and his 
team also handle security for 800 staff and 4,000 college-
owned desktops and laptops. The story starts several years 
ago when a decision was made to migrate away from VMware 
infrastructure to Hyper-V, meaning the college had to choose a 
new email security provider.
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Price was a key factor, as was support for Microsoft 365, which 
the college was in the process of migrating to. WNC was also 
looking to minimize management overhead costs with a cloud-
based product, removing the need for on-premises servers. 
Most important was finding a provider to keep the college safe 
from mounting phishing and business email compromise (BEC) 
attempts.

Up and running 

WNC initially chose Barracuda Email Gateway Defense, a 
comprehensive 100% cloud-based email threat protection 
offering which delivers 24/7 inbound protection from spam, 
malware, including zero-day attacks and other threats. It 
includes Advanced Threat Protection (ATP), which combines 
behavioral, heuristic, and sandboxing technologies to protect 
against zero-hour and targeted attacks. The product was so 
successful that the college soon added Barracuda Cloud-to-
Cloud Backup, which offers scheduled or on-demand backup, 
point-in-time recovery and unlimited storage and retention for 
Microsoft 365 data.

Then, in 2021, the college was looking for a phishing 
awareness training provider. Although it considered third-party 
vendors, their products either offered too much configurability 
or not enough, according to Marc.

“That’s when we looked at the whole Barracuda Email 
Protection platform, and they showed us Impersonation 
Protection, Incident Response, and other features. We 
evaluated other vendors, but it just made sense to upgrade 
with Barracuda,” he says.

“We evaluated other vendors, 
but it just made sense to 
upgrade with Barracuda.”

Marc Smith 
Network Engineer 
West Nottinghamshire College (WNC)

Barracuda Impersonation Protection uses AI technology to 
learn the unique email environment of each customer and its 
communication patterns, in order to more accurately block 
and quarantine suspicious messages. This helps to prevent 
phishing emails designed to harvest credentials, deploy 

malware including ransomware, and carry out BEC or CEO 
fraud. Barracuda Incident Response is designed to slash the 
time between detection and remediation, giving IT teams all 
the tools they need to respond promptly to any threats lurking 
in user inboxes. Barracuda Security Awareness Training offers 
simulated phishing email campaigns and detailed analytics to 
help change users’ behaviors.

Deployment for the main security capabilities took less than 
an hour and on the backup side WNC was able to get up and 
running straightaway using the same settings as they used 
during the proof-of-concept.

Just getting started  

Barracuda Email Protection has kept the college safe from 
serious phishing or spear-phishing emails, blocking attempts to 
steal staff credentials and personal information. It’s also been 
able to repel more sophisticated BEC and CEO fraud attempts.

“We had some attacks where someone spoofed our principal’s 
email address and asked one of the directors to buy them a 
load of Amazon vouchers and send them the codes,” Marc 
explains. “That happened a couple of times before Barracuda, 
but we haven’t had any since.”

Barracuda Impersonation Protection has also done its job in 
flagging anything that doesn’t conform to the college’s regular 
communications patterns, while Marc has called upon Incident 
Response a handful of times to remotely delete anything 
malicious that does creep through into user inboxes.

Over a 30-day period, Barracuda Email Protection blocked 
and quarantined 93,000 messages out of a total of 165,000 
emails—proof of its impact and the size of the email threat 
facing UK colleges

Barracuda Cloud-to-Cloud Backup has also proven its worth, 
working silently in the background to provide peace of mind 
and seamless restores when called upon.

Learn more about Barracuda Email 
Protection

barracuda.com/products/email-protection

https://www.barracuda.com/products/cloudtocloudbackup
https://www.barracuda.com/products/cloudtocloudbackup
https://www.barracuda.com/products/email-protection/phishing-protection/features#:~:text=Barracuda%20has%20been%20trained%20to,characters%20or%20zero%2Dday%20links.
https://www.barracuda.com/products/email-protection/incident-response
https://www.barracuda.com/products/email-protection/security-awareness-training
https://www.barracuda.com/products/email-protection

