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Customer

• BCC Elektro-speciaalzaken BV is a Netherlands-based 
omnichannel retailer of home electrical appliances 

• It runs 63 bricks and mortar stores, but its website 
accounts for half of corporate revenue

• The site receives around six million visitors per month

Challenges

• Under-powered native Microsoft capabilities
• Risks of DDoS attacks and scraper bots
• An upcoming IPO put a greater boardroom focus on 

cybersecurity

Solutions

Benefits

• Advanced bot protection stopped persistent price 
scraping bots

• Powerful unmetered DDoS protection
• Lower spend on pay-per-view advertising thanks to 

reduction in bot traffic
• Reduced risk of data breaches 
• Fewer phishing notifications

https://www.barracuda.com/products/email-protection
https://www.barracuda.com/products/cloudtocloudbackup
https://www.barracuda.com/waf-as-a-service
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Nothing focuses boardroom minds on cyber risk quite like 
an upcoming IPO. It’s especially true if business leaders 
see their competitors getting hit by threat actors. That’s 
the happy set of coincidences that freed up crucial budget 
for IT director Corine Bos, helping her to enhance security 
for her employer: Dutch consumer electrical retailer BCC 
Elektro-speciaalzaken BV. 

Even better, she knew exactly where to turn, thanks to the 
help of IT partner Insight. Barracuda’s WAF-as-a-Service has 
already added tremendous value in protecting the retailer’s 
digital store front from malicious bots.

Following the money

For retail organizations, the e-commerce website is a 
vital source of revenue, customer engagement and 
brand building. For BCC it represents around half of 
the omnichannel provider’s annual revenue, hosting an 
estimated six million visitors per month. Even a small 
amount of downtime could therefore have a major impact 
on financial performance, not to mention brand reputation. 
Yet as consumers flocked online during the pandemic and 
internet sales surged, cyber-criminals followed. One study 
found DDoS attacks against European retailers quadrupled 
between February and October 2020, versus a year 
previously. 

Aside from the risk of DDoS-based extortion, BCC was also 
keen to mitigate the threat from scraper bots. This is an 
increasingly common risk for retailers, as automated bots 
crawl their sites harvesting price and product information 
which could give competitors an advantage. 

Scalpers also use advanced persistent bots to run 
campaigns to buy up large quantities of new stock for in-

demand items in order to resell it for a profit. BCC noticed 
an uptick in bots during recent major product launches 
such as the Sony PlayStation 5 and the latest Nintendo 
device.

Alongside these challenges, BCC also needed to enhance 
email protection and backup beyond that offered by 
Microsoft 365.

Finding the right WAF

All of this focused Corine’s mind on one thing: finding an 
effective web application firewall (WAF) and email security 
offering. BCC was using Microsoft’s Azure Front Door 
capabilities for WAF and DDoS mitigation, and Microsoft 
365 for email protection, but she wasn’t happy with the 
results.

“Front Door was more running reactively, so if we had a 
major DDoS attack we were just switching it on, and that 
wasn’t really what we wanted,” she explains. “To make it 
exactly how we wanted was going to take a lot of manual 
work from us so we wanted a more off-the-shelf product 
which we could configure easily.”

“To make it exactly how we wanted 
was going to take a lot of manual 
work from us so we wanted a more 
off-the-shelf product which we could 
configure easily.”

Corine Bos 
IT Director 
BCC Elektro-speciaalzaken BV

https://www.infosecurity-magazine.com/news/ddos-online-four/
https://www.infosecurity-magazine.com/news/ddos-online-four/
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As luck would have it, the forthcoming IPO and the travails 
of a BCC competitor last year freed up the budget Corine 
needed to turn this vision into reality. IT reseller partner 
Insight suggested the Barracuda’s WAF-as-a-Service 
offering and Barracuda Email Protection, and Corine was 
impressed.

“We’re a big Microsoft company. But we know that 
sometimes Microsoft isn’t best in class, so we look for 
third-party off-the-shelf software which we can place on top 
of our Microsoft stack to enhance security,” she explains. 
“Plus, we already knew Barracuda, we were already using 
various Barracuda applications, and they just made the 
best deal for us.”

Barracuda WAF-as-a-Service provides powerful, 
comprehensive web application and API security that 
protects against OWASP Top 10 Web & API attacks, DDoS 
attacks, bots, zero-day threats and client-side website 
supply chain attacks. Barracuda WAF-as-a-Service is 
delivered as an easy-to-use cloud SaaS solution.

Barracuda Email Protection is a comprehensive suite of 
products designed to prevent, detect and respond to 
threats, enhance user education and support compliance. It 
also includes Barracuda Cloud-to-Cloud Backup for simple, 
flexible Microsoft 365 backup and restore capabilities.

Saving time and money

Barracuda Email Protection has already proven invaluable 
for the firm, reducing the number of phishing email 
notifications received from IT. 

“Barracuda email security goes further than Microsoft does. 
Microsoft creates a good basis and Barracuda provides the 
plus,” says Corine. The same is true of Barracuda Cloud-to-
Cloud Backup.

“If you are looking for basic retention then Microsoft is fine,” 
argues Corine. “But if you want to cover certain risks, then 
you need to put something on top of it. We did this with 
Barracuda Cloud-to-Cloud Backup.”

Meanwhile, the addition of Barracuda WAF-as-a-Service 
has helped Corine and her team drive a more proactive 
security culture in the organization, which in turn has 
helped to lower the costs associated with spiralling  
cyber risk. 

“If you want to cover certain risks, then 
you need to put something on top of it. 
We did this with Barracuda Cloud-to-
Cloud Backup.”

Corine Bos 
IT Director 
BCC Elektro-speciaalzaken BV

https://www.barracuda.com/waf-as-a-service
https://www.barracuda.com/products/email-protection
https://www.barracuda.com/products/cloudtocloudbackup
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“The biggest value is that we can stop DDoS attacks and 
make sure that we’re not hacked in specific ways,” she 
says. “Especially in our case, if 50% of turnover is coming 
from your website, then going down for even five minutes 
is going to cost a lot of money. So there’s your business 
case already.”

Combatting bot traffic has also had some immediate 
economic benefits to BCC in reducing its online ad spend.

“On those parts of the site where we pay per view, we’re 
also seeing it going down as we’re blocking so many 
scraper bots,” Corine explains. “This is more like a nice 
extra, which makes the ROI even better for us.”

Together, these represent the kind of quick security 
wins that keep retailers like BCC one step ahead of the 
competition, and two steps ahead of their cybercrime 
adversaries.

“The biggest value is that we can stop 
DDoS attacks and make sure that we’re 
not hacked in specific ways.”

Corine Bos 
IT Director 
BCC Elektro-speciaalzaken BV
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Learn more:

For organizations that want to protect their businesses, 
brands, and people against the most advanced 
email-borne threats, Barracuda Email Protection is 
a comprehensive, easy-to-use solution that delivers 
gateway defense, API-based impersonation and 
phishing protection, incident response, data protection, 
and compliance capabilities.

Learn more:

Barracuda Cloud-to-Cloud Backup provides easy-to-
use SaaS backup for your Microsoft 365 data, including 
Teams, Exchange Online, SharePoint and OneDrive, 
including OneNote, with unlimited storage and retention.

Learn more:

Barracuda WAF-as-a-Service puts you in complete 
control. Get up and running quickly and easily with a 
5-step deployment wizard and preconfigured rulesets. 
Alternatively, take a more hands-on approach by 
creating, fine-tuning, and applying your own custom 
rulesets to the specific apps you choose. Either way, 
WAF-as-a-Service gives you a complete set of features 
and capabilities to ensure total Web Application and API 
security.

https://www.barracuda.com/products/email-protection
https://www.barracuda.com/products/cloudtocloudbackup
https://www.barracuda.com/waf-as-a-service
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About Barracuda
At Barracuda we strive to make the world a safer place. We 

believe every business deserves access to cloud-first, enterprise-

grade security solutions that are easy to buy, deploy, and use. We 

protect email, networks, data, and applications with innovative 

solutions that grow and adapt with our customers’ journey. More 

than 200,000 organizations worldwide trust Barracuda to protect 

them — in ways they may not even know they are at risk — so 

they can focus on taking their business to the next level. For more 

information, visit barracuda.com. 


