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Cornish Schools Trust Chooses 
Powerful Backup Tools to Tackle 
Ransomware Challenge.

Profile 

• Cornwall Education Learning Trust runs 14 primary and 
secondary schools in southwest England 

• It has around 6,500 students and 2,000 staff across all sites

Challenges

• Concern over impact of ransomware attack 
• Cost pressures of education sector
• No backup for mission-critical Office 365 
• No cloud replication for on-premise backups

Solution

• Barracuda Cloud-to-Cloud Backup
• Barracuda Backup 290 appliance

Results

• Peace-of-mind that all teaching resources are safe
• Protects data across trust wherever it resides
• Highly WAN efficient (useful for schools with poor 

internet connection)
• Easy to set-up
• Strong deduplication reduces capacity needs, 

bandwidth requirements, and costs

It’s predicted that every 11 seconds an organization will fall 
victim to ransomware in 2021. The education sector has been 
among the hardest hit during the pandemic, with threat actors 
sensing that schools are particularly vulnerable to disruption. 
They are right. One attack in March 2021 left nearly 40,000 
pupils without access to email. Another in June forced two 
schools to close after emergency contact information was 
scrambled by attackers.

That made ransomware a number one priority for the 
Cornwall Education Learning Trust (CELT) earlier this year, 
especially after it began migrating key teaching resources to 
Office 365, says IT Manager, Andy Gasiorowski. 

“When our new COO started, she relayed her concerns very 
clearly to the IT team,” he adds. “Backup was a key factor 
to sort out as there was no consistency across the trust. We 
needed that, plus ease of access, ease of management, and 
Barracuda fitted nicely with that.” 

Unlimited retention and storage seals the deal
CELT runs 14 schools in the southwest of England, with 
around 2,000 staff and roughly 6,500 children aged 
4-18-years-old. A small central IT team manages around 
3,000 endpoints, including a blend of on-premises servers 
and cloud-based resources. The journey started with one 
secondary school. Andy shortlisted several cloud-to-cloud 
backup solutions, before deciding on  
Barracuda Networks.

“The main attraction was its unlimited data retention and 
storage. For a lot of solutions on the market you need to pay 
a certain amount for storage in advance,” he explains.  
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“The other was pricing. Being in education we don’t have big 
budgets. So the fact that pricing was based on a per user 
model made it affordable enough for us to make the jump.”

Impressed with the quality of the product,, CELT decided to 
invest in Barracuda Cloud-to-Cloud Backup for all of their 
schools. 

At the same time, the IT team needed to upgrade its existing 
Veeam appliances as they were missing replication to the 
cloud. This meant backing up to a local appliance, which 
added extra time and management overhead for the central 
IT team. Again, Barracuda Networks came out on top after a 
selection process which covered several rival solutions. Ease of 
deployment, attractive pricing, and the data is encrypted at rest 
and in transit —the latter particularly important in the event of a 
ransomware attack—sealed the deal. 
 
Hassle-free setup 
Getting started with both products was relatively stress-free for 
the CELT IT team. Andy estimates it took just a couple of days 
to roll them out per site. 

Barracuda Cloud-to-Cloud Backup offers highly scalable 
backup and recovery for all Office 365 data, including Teams, 
Exchange Online, SharePoint, and OneDrive. The focus is 
on ease-of-use, flexibility, and cloud native capabilities. That 
means an intuitive user interface with fast search and filter 
options, point-in-time recovery, and scheduled or on-demand 
backup. It means full or highly granular restore. And it means 
instant scalability and no hardware or software to manage.

Barracuda Backup appliances offer secure replication to 
the cloud, 256-bit AES encryption of all data in transit and at 
rest, inline deduplication, a wide range of restore options, 
and centralized management. Physical and virtual appliance 
options add flexibility in deployment.

Supporting best practice
Although CELT has fortunately not yet been targeted with 
ransomware, Barracuda Networks is already providing peace-
of-mind for Andy and his team. 

“If an attack hit our cloud resources and hosted infrastructure, 
it would stop a lot of teaching, and even disrupt the taking of 
school registers,” he says. “But I’ve run a test at one site, and 
it restored perfectly well. As long as [the schools] are backing 

up correctly to the cloud, which we’ve set the schedule up to 
do, in a worst-case scenario we should be able to recover.”

The Barracuda solutions have been configured to support 
a comprehensive set of best practice backup policies at 
CELT, covering minimum standards, frequencies, regular 
testing, disaster recovery, and the 3-2-1 rule. They’ve also 
pleasantly surprised Andy in two key areas: deduplication 
and WAN efficiency. The former optimizes storage capacity, 
and reduces bandwidth requirements and costs, while the 
latter has been particularly useful for several remote primary 
schools that suffer from low internet speeds.

As for the future, CELT is currently undergoing a security audit 
and rigorous penetration testing exercise to identity gaps in 
protection capability. Barracuda Networks is in discussions 
with the trust on how it can support this next stage in its 
security journey. Barracuda Total Email Protection, for 
example, offers comprehensive protection against all email-
borne threats including ransomware, plus backup capabilities. 

“We’ve been really impressed by Barracuda Networks so 
far, but the sticking point in education is always budget,” 
concludes Andy. “If you can continue to offer an attractive 
pricing option, then who knows?” 

Please visit the Barracuda website for more  
information about Barracuda Cloud-to-Cloud Backup  
and Barracuda Backup.

https://assets.barracuda.com/assets/docs/dms/DS_CCB_1-3_US-1.pdf
https://www.barracuda.com/products/backup/features#paranav-navbar
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