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Fletchers Solicitors chooses 
comprehensive cloud protection 
for email and Azure infrastructure.

Profile 

• Fletchers Solicitors is one of the UK’s foremost personal 
injury and medical negligence litigation practices.

• The firm has been providing legal services to clients for 
35 years.

• Around 520 staff work at two sites in the northwest of 
England, in Manchester and Southport.

Challenges

• Commercially unviable email security incumbent

• Low levels of security/phishing awareness among staff

• Need to secure a new application being developed in 
Azure

Solutions

• Barracuda Email Protection

• Barracuda CloudGen Firewall for Azure

Benefits

• Reduction in company risk score of 75%

• Blocks/quarantines around 50,000 / 250,000 emails per 
week

• Zero threats have made it through the CloudGen 
Firewall to date

• Time savings for IT team

 

Technology is a wonderful thing. But more often than not, threat 
actors are targeting the people behind it. Phishing attempts 
aimed at remote workers surged during the pandemic, as 
attackers bet that employees working from home would be 
more distracted and may also be using unprotected devices. 
Back in March 2020, Barracuda reported a 667% increase in 
COVID-related phishing attacks targeting organizations.

Such considerations weighed on the mind of Anthony Terry, 
Director of Technology Operations for Fletchers Solicitors, 
when the firm embarked on its journey to the cloud during the 
pandemic. Fortunately, thanks to Barracuda, he’s been able to 
reduce the company’s risk profile by 75%.

Journeying to the cloud

The England-based legal practice wanted to take advantage of 
Microsoft 365 to drive employee productivity at a time of mass 
home working and office closures. But its incumbent email 
security provider was rapidly becoming “ludicrously expensive.” 
So when it came up for renewal, Anthony took the opportunity 
to look for a replacement: a cloud-native solution low on price 
but high on functionality.

“We had a great opportunity to break away and seriously 
evaluate other products on the market. Barracuda Email 
Protection came in with an aggressive pricing structure, but 
then we also noticed that it had cloud backup, which wasn’t 
available for many other products,” he explains.

“We looked at the commercials of Barracuda and Mimecast, and 
there was just no comparison. And in terms of features, we saw 
Barracuda was doing everything we needed it to do and more. 
Coupled with the cloud backup, it made it a very easy decision.”
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At the same time, Fletchers was looking to commercialize a 
new service being developed in-house in the firm’s Azure 
environment. Having been impressed by the Barracuda email 
solution, aware of the benefits of consolidating providers, and 
convinced it offered more than Azure’s native functionality, 
Anthony chose the Barracuda CloudGen Firewall for Azure.

“In terms of features, we 
saw Barracuda was doing 
everything we needed it to do 
and more.”

Anthony Terry 
Director of Technology Operations  
Fletchers Solicitors

A seamless crossover 

Barracuda Email Protection is about more than cloud backup, 
of course. The suite offers end-to-end security for Microsoft 
365, including AI-powered Impersonation Protection to 
mitigate business email compromises (BEC), phishing, and 
other advanced threats. Also included are Account Takeover 
Protection, Domain Fraud Protection, Incident Response, and 
Security Awareness Training.

“When you’ve been with a product for so long, as we were with 
Mimecast, there’s always a bit of nervousness about moving 
to a new solution. But the guys at Barracuda made that really 
straightforward,” says Anthony. “They worked with us on the 
migration. The crossover was seamless, and the ongoing 
experience has been seamless.”

The deployment of Barracuda CloudGen Firewall for Azure 
was similarly easy to get up and running. It features protection 
from advanced and encrypted threats, bots and spyware, and 
DDoS attacks, as well as multi-factor authentication, application 
control, and more.

Blocking threats and reducing risk 

Thanks to Barracuda, Fletchers has been able to block the 
vast majority of threats to its cloud environment, act quickly to 
remediate any issues, and reduce its employee risk exposure 
significantly. 

Anthony has been particularly impressed with Security 
Awareness Training, which enables customers to use real-world 
phishing attacks in their training simulations for added impact.

“Our organizational risk profile started off quite high, but 
over time we’ve reduced that figure by 75%, which is quite a 
significant user education win,” he explains. “On top of that, with 
education, we’ve reduced the risk exposure of our top 10 risky 
users. People are reporting more emails and looking at where 
they’re coming from, and where the links are taking them.”

Barracuda Email Protection is blocking or quarantining around 
50,000 out of 250,000 weekly emails for the law firm, including 
a sizeable number of whaling (BEC) attempts to trick finance 
team members into making fund transfers. Of the “very small 
percentage” of threats that do creep through, Anthony and his 
team have Incident Response to deal with the problem rapidly.

“In those cases, we know exactly what mailboxes a threat has 
been delivered to, and we can go through, remediate and 
delete it and then turn on continual remediation to stop further 
occurrences,” he explains. “It’s something we never had before 
Barracuda.”

The firm is using the product extensively, including DMARC 
reporting and analysis to prevent abuse of its domain in 
phishing attacks. Every quarter, Anthony and the team sit 
down with their Barracuda account manager to go through the 
product and look at new features they could be using.

As for the Barracuda CloudGen Firewall for Azure, it has kept 
the firm’s cloud environment free of threats as it continues to 
develop the in-house product for commercialization. Although 
the real test will come in time when Fletchers builds out VLANs 
and segregations for individual customers, the signs are positive.

Under one umbrella 

Anthony has been particularly pleased with the way both 
products can feed into Fletchers’ SIEM solution via simple APIs 
for more streamlined threat detection and response. With an 
eye on further reducing operational overheads, he’s looking at 
other Barracuda features and products that the firm could use 
to enhance protection.

“Rather than having disparate solutions, it would make sense to 
have everything sit under one umbrella,” he concludes. “That’s 
the nirvana we’re heading for.”

Learn more about Barracuda Email 
Protection and Barracuda CloudGen Firewall

barracuda.com/products/email-protection 
barracuda.com/products/cloudgenfirewall

https://www.barracuda.com/products/cloudgenfirewall
https://www.barracuda.com/products/email-protection
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https://www.barracuda.com/products/cloudgenfirewall

