
EMAIL PROTECTIONBarracuda Networks • CASE STUDY • Global farm-equipment manufacturer upgrades security for Office 365.

Profile 

• Farm equipment manufacturer headquartered in 

Roosendaal, The Netherlands

• Serves customers in 40+ countries around the world

• 700+ employees and six manufacturing facilities in 

Europe and the US

Challenges

• Growing number of advanced, evasive phishing and 

impersonation attacks

• Users responding to phishing attacks too often

• Inadequate data protection built into Office 365

Solution

• Upgrade from Barracuda Email Security Gateway to 

Barracuda Total Email Protection (includes Essentials, 

Sentinel, PhishLine, Cloud-to-Cloud Backup, and 

Forensics and Incident Response

Results

• Immediate near-elimination of phishing and 

impersonation attacks

• Rapid, automated incident response slashes  

IT overhead

• Advanced, cloud-native backup enables more complete 

leveraging of Office 365 capabilities

Facing a new generation of email threats  

Maikel Rooyakkers, IT Manager for the Ploeger Oxbo Group, 

knew that if he and his team didn’t act soon to improve email 

security, a data breach was all but inevitable.

The company’s migration from its previous on-premises 

Microsoft Exchange to the cloud-hosted Office 365 had gone 

very well. But even before that migration, it was becoming 

clear that a new breed of email threat was on the rise—and 

that traditional security was not sufficient to address it.

“We were receiving a lot of phishing attacks,” says 

Rooyakkers. “Some employees were spotting and reporting 

them, but a lot of our users were responding to the malicious 

emails. We even had some impersonation attacks, emails that 

seemed to come from our manufacturing director, with his 

actual signature. It was taking a lot of time and effort to react 

effectively and prevent damage when these threat reports 

came in.” 

An eye-opening conversation

Rooyakkers had been impressed with the performance of 

Barracuda Email Security Gateway, which he had been using 

to secure the company’s on-premises email. “My team and 

I had come to trust Barracuda,” he says. “So when it was 

clear that we needed a more advanced solution to protect 

our email in the cloud, I asked our vendor, Software One, 

about newer offerings from Barracuda. And that resulted 

in a conversation that really opened my eyes about what 

capabilities were now available.”

Rooyakkers soon got a call from a Barracuda sales manager, 

who started off by telling him about new solutions to prevent 

phishing attacks. “Hans began by telling me how Barracuda 

Sentinel uses artificial intelligence to detect anomalous 
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communications that may be malicious,” says Rooyakkers. 

“But as he came to understand our challenges better, he also 

told me about how Barracuda PhishLine can improve user 

security awareness—so they stop responding to  

malicious emails.”

The Barracuda representative then asked Rooyakkers about 

his incident-response processes. “When Hans told me about 

Barracuda Forensics and Incident Response, I could really 

see the potential value in that,” says Rooyakkers. “If it could 

truly automate our response to reports of phishing emails, 

that would not only help us to shut down attacks faster and 

more effectively, it would also greatly reduce the amount of 

time and effort required from our small team.” 

“We wanted highly effective 
email security, along with 
user training, incident-
response automation, and 
a cloud-native backup 
solution to ensure we could 
recover quickly in a worst-
case scenario. [Total Email 
Protection] met all our 
requirements.” 

Maikel Rooyakkers 

IT Manager, Ploeger Oxbo Group

Choosing comprehensive security

Once he learned about these new capabilities, Rooyakkers 

decided to go ahead with a trial of Barracuda Total Email 

Protection—which includes Barracuda Essentials, Sentinel, 

Phishline, Forensics and Incident Response, and  

Cloud-to-Cloud Backup. 

“The main criterion for us was that it had to be a truly 

comprehensive solution,” says Rooyakkers. “We wanted 

highly effective email security, along with user training, 

incident-response automation, and a cloud-native backup 

solution to ensure we could recover quickly in a worst-case 

scenario. Once we were able to try it, it was clear that it met 

all our requirements, and so we went ahead with the full 

subscription.”

“Barracuda Sentinel is really 
effective. Almost immediately 
upon activating it, there were 
basically no more phishing 
emails reaching anyone’s 
inboxes, and we haven’t had 
a single impersonation attack 
since then.” 

Maikel Rooyakkers 

IT Manager, Ploeger Oxbo Group

Outcomes and next steps

“Deploying Barracuda Total Email Protection could not have 

been easier,” says Rooyakkers. “Since everything is hosted 

in the cloud, there’s not much more to it than just linking the 

services to your Office 365 environment. At this point we’ve 

activated all the solutions and they are in full production.”

The biggest benefit from Rooyakkers’ point of view has been 

the dramatic reduction in malicious email attacks. “Barracuda 

Sentinel is really effective,” he says. “Almost immediately 

upon activating it, there were basically no more phishing 

emails reaching anyone’s inboxes, and we haven’t had a 

single impersonation attack since then. Furthermore, our 

users are becoming much more security-aware thanks to 

PhishLine simulation campaigns. And when they do report 

an occasional malicious email, it’s simple to instantly find and 

delete all instances of it in any inboxes.”

Total Email Protection is even making it easier for Rooyakkers 

and his team to go further in their use of Office 365. “Before 

we had Cloud-to-Cloud Backup we were reluctant to store a 

lot of critical data in SharePoint and OneDrive,” he says. “

Please visit the Barracuda website for more information 

about Barracuda Total Email Protection.

https://www.barracuda.com/products/totalemailprotection

