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cybersecurity threats are rapidly evolving. in the latest attacks, 

cybercriminals are using a range of new techniques and 

tactics. From coronavirus-related phishing and ransomware to 

advanced persistent bots and data exfiltration, cybercriminals 

continue to evolve the threat landscape in an ongoing attempt to 

outsmart more victims and make more money from their attacks. 

as cybercriminals fine-tune their approaches, attacks are 

becoming more targeted, sophisticated, and costly. cybercriminals 

take advantage of social engineering tactics in attacks, using 

urgency, brevity, and pressure to increase the likelihood of 

success. Many of the 13 types of email attacks are designed to 

evade traditional security, including gateways and spam filters. 

attacks typically use spoofing techniques and sometimes include 

“zero-day” links, urls hosted on domains that haven’t been 

used in previous attacks or that have been inserted into hijacked 

legitimate websites; they are unlikely to be blocked by url-

protection technologies. 

The costs and damages associated with attacks can be severe. 

There are a wide range of financial impacts, including business 

interruption, reduced productivity, data loss, regulatory fines, and 

brand damage. 

each month, barracuda researchers evaluate the current 

cybersecurity landscape and publish the detailed findings in the 

Threat Spotlight. This e-book analyzes that proprietary research 

from the past 12 months, to provide an outlook of top potential 

cybersecurity threats for the year ahead and effective solutions to 

help defend against them.

 “... cybercriminals 
continue to evolve the 
threat landscape in an 
ongoing attempt to 
outsmart more victims 
and make more money 
from their attacks.”

https://barracuda.com
https://www.barracuda.com/glossary/phishing
https://www.barracuda.com/glossary/ransomware
https://www.barracuda.com/glossary/botnet
https://www.barracuda.com/glossary/data-exfiltration
https://www.barracuda.com/glossary/social-engineering
https://www.barracuda.com/13-email-threat-types
https://blog.barracuda.com/category/threat-spotlight/
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ransomware attacks are surging. The number of attacks has 

been increasing dramatically, and ransom amounts continue 

to skyrocket. cybercriminals are also expanding and shifting their 

targets, focusing on critical infrastructure and evolving into  

deep-rooted software supply chain attacks that can cause  

long-lasting devastation.

cybercriminals are using malicious software, often delivered as an 

email attachment or link, to infect networks and lock email, data, 

and other critical files until a ransom is paid. These evolving and 

sophisticated attacks are damaging and costly. They can cripple 

day-to-day operations, cause chaos, and result in financial losses 

from downtime, ransom payments, recovery costs, and other 

unbudgeted and unanticipated expenses.

in some attacks, criminals use a double-extortion scheme. They 

steal sensitive data from their victims and demand payment in 

exchange for a promise to not publish or sell the data to other 

criminals. Since criminals cannot be trusted, victims who pay 

are often contacted several months later and asked for another 

payment to keep the stolen data secret. Some ransomware 

criminals will accept payment but sell the data anyway.

The grim outlook for the future of ransomware leaves no one 

spared from financial damage or brand-crushing headlines. 

Many of these attacks are being led by a handful of high-profile 

ransomware gangs, including revil and DarkSide.

https://barracuda.com
https://www.barracuda.com/glossary/ransomware
https://www.barracuda.com/glossary/ransomware


Top ThreaT: ranSoMware

5  |  Barracuda • ThreaT SpoTlighT: proTecTing your buSineSS in 2022

Criminals expand their targets

barracuda researchers conducted a large-scale, one-year 

analysis of ransomware incidents. while cybercriminals 

are heavily focusing on organizations in the united States, 

ransomware attacks are becoming pervasive across the globe. 

cybercriminals are still heavily targeting municipalities, health 

care, and education, but attacks on other businesses are  

also surging.

attacks on corporations, including infrastructure, travel, financial 

services, and other businesses, made up 57% of all ransomware 

attacks, up from just 18% in the prior year. infrastructure-related 

businesses account for 11% of all the attacks. in fact, ransomware 

attacks are quickly evolving to software supply chain attacks, 

which reach more businesses in a single attempt.

Ransomware attacks on corporations from 2020 to 2021 

2021

57%

2020

18%

https://barracuda.com
https://blog.barracuda.com/2021/08/12/threat-spotlight-ransomware-trends/
https://blog.barracuda.com/2021/08/12/threat-spotlight-ransomware-trends/
https://blog.barracuda.com/2020/08/27/threat-spotlight-ransomware/
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Attacks exploit application vulnerabilities 

ransomware attack patterns are also evolving. instead of relying 

on malicious links and attachments to deliver ransomware, 

cybercriminals are leveling up their tactics. attackers often exploit 

an application vulnerability to gain control of the application 

infrastructure and encrypt the most valuable data.

First, attackers steal credentials through phishing attacks and 

use them to access the victim’s web applications. once the 

applications have been compromised, the attacker can introduce 

ransomware and other malware into the system, which can infect 

the network and other application users.

relying solely on vpn for remote workers poses significant risk, 

given that many credentials have been exposed on the dark web 

through leaked passwords. For example, the ransomware attack 

that led to the extended shutdown of colonial pipeline started 

when hackers gained access to the network through a vpn 

account by using a compromised password found on the 

dark web.

https://barracuda.com
https://www.barracuda.com/glossary/malware
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Ransom demands skyrocket

cybercriminals have been dramatically increasing ransom 

amounts. according to barracuda’s research, the average ransom 

demand is now more than $10 million. only 18% of ransomware 

incidents had less than a $10 million ransom ask, and 30% of the 

incidents had greater than $30 million ransom asks.

There’s a correlation between the wider adoption of 

cryptocurrency and higher ransom amounts. but with the 

increased crackdown on bitcoin and the successful tracing of 

transactions, criminals are starting to use alternative payments 

methods. For example, the revil ransomware gang has 

been asking for payments via Monero, instead of bitcoin.

victims are also negotiating reduced ransom payments. JbS 

negotiated a $22.5 million ransom payment down to $11 

million. brenntag, a chemical distributor in germany, negotiated 

a $7.5 million ransom demand down to $4.4 million.

See the full details in Threat Spotlight: ransomware trends.

Average ransom demand is 
now more than $10 million

$10M+

of ransomware incidents had greater 
than $30 million ransom asks

30%

of ransomware incidents had less 
than a $10 million ransom ask

18%

https://barracuda.com
https://blog.barracuda.com/2021/06/29/threat-spotlight-cryptocurrency-email-threats/
https://blog.barracuda.com/2021/06/29/threat-spotlight-cryptocurrency-email-threats/
https://blog.barracuda.com/2021/08/12/threat-spotlight-ransomware-trends/
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cybercriminals love to exploit web, app, and software 

vulnerabilities, and they’re using bots to do it. while some 

bots are good, such as search engine crawlers, bad bots are built 

to carry out malicious attacks at scale. Traffic from these bad bots 

is exploding, including advanced persistent bots that try to behave 

like human beings to evade detection.

bad bots attempt to launch many different types of attacks, 

including web and price scraping, inventory hoarding, account 

takeover attacks, distributed denial of service (DDoS) attacks, and 

others. bad bots make up a significant part of website traffic today, 

and detecting and blocking them is of critical importance 

to businesses. 

https://barracuda.com
https://www.barracuda.com/glossary/ddos
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Bad bots execute automated attacks

Scammers are increasingly turning to bots and automated tools 

to make their attacks more efficient and help avoid detection. 

barracuda researchers analyzing web application attacks found a 

massive number of those attacks were automated. nearly 20% of 

the attacks detected were fuzzing attacks trying directly to exploit  

an application. 

although bot traffic is a fast-growing problem, it doesn’t mean 

cybercriminals are moving away from their old standbys. a large 

part of the attacks researchers analyzed are what could be 

considered classic web app attacks, such as injection attacks  

(12%) and cross-site scripting (XSS) (1%.) 

bots pretending to be a google bot or similar are also commonly 

used in attacks. application DDoS (distributed denial of service) 

is surprisingly prevalent, making up more than 9% of attacks 

executed across all geographies. a small portion of attacks (less 

than 2%) come from bots blocked by site admins. Smuggling 

attacks and data exfiltration attempts are also being executed.

See the full details in Threat Spotlight: automated attacks on  

web applications.

Fuzzing attacks (19.46%) Injection attacks (12.07%) Cross-site scripting (XSS) (1.20%)Fake bots (12.02%) App DDOS (9.29%)

https://barracuda.com
https://www.barracuda.com/glossary/cross-site-scripting
https://blog.barracuda.com/2021/02/04/threat-spotlight-automated-attacks-on-web-applications/
https://blog.barracuda.com/2021/02/04/threat-spotlight-automated-attacks-on-web-applications/
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Cybercriminals capitalize on unpatched  
software vulnerabilities

even a few years after software vulnerabilities are discovered, 

the number of systems that are still unprotected is alarming. as 

a result, cybercriminals continue to scan for and exploit known 

software vulnerabilities, especially hard-hitting ones, for quite 

some time after the release of patches and mitigations. attackers 

understand that defenders don’t always have the time or 

bandwidth to keep up with patches all the time, and things slide — 

providing them with an easy way into the network.

barracuda researchers analyzed the data from blocked attacks 

during a two-month period, finding hundreds of thousands 

of automated scans and attacks per day, with those numbers 

sometimes spiking into the millions, as well as thousands of scans 

per day for recently patched Microsoft and vMware vulnerabilities. 

The probing increases from time to time and then drops off to 

lower levels. attack patterns used by bots are carefully designed 

to evade detection.

See the full details in Threat Spotlight: unpatched  

software vulnerabilities.

https://barracuda.com
https://blog.barracuda.com/2021/07/21/threat-spotlight-unpatched-software-vulnerabilities/
https://blog.barracuda.com/2021/07/21/threat-spotlight-unpatched-software-vulnerabilities/
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Remote code execution vulnerabilities

by exploiting remote code execution (rce) vulnerabilities, 

cybercriminals are able to take full control of a system without 

direct access to it. Two recently uncovered vulnerabilities are the 

latest evolutions of this type of attack: The atlassian confluence 

ognl injection vulnerability and a vulnerability affecting the azure 

open Management infrastructure (oMi). 

barracuda researchers analyzed attacks attempting to exploit 

these vulnerabilities over a 45-day period and found spikes in 

attacks coming from more than 500 unique attacker ips. behind 

each ip were multiple attackers, which means the number of 

attacks was significantly higher than the number of ips. client 

fingerprinting and other techniques were used to gather the data, 

which revealed that attackers worldwide are attempting to exploit 

these vulnerabilities.

See the full details in Threat Spotlight: remote code  

execution vulnerabilities.

! !

! !
!

https://barracuda.com
https://blog.barracuda.com/2021/10/13/threat-spotlight-remote-code-execution-vulnerabilities/
https://blog.barracuda.com/2021/10/13/threat-spotlight-remote-code-execution-vulnerabilities/
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Don’t expect phishing, including coronavirus-related attacks, 

to go away any time soon. phishing is a persistent threat, 

and attacks continue to evolve. in most phishing attacks, 

attackers use social engineering tactics to lure victims into 

providing personal information, such as passwords, credit card 

numbers, or banking information. phishing detection largely 

focuses on the content of phishing emails and the behavior of 

attackers. as hackers use more sophisticated techniques, email 

threats become more difficult to detect.

phishing emails are typically sent to very large numbers of 

recipients, more or less at random, with the expectation that 

only a small percentage will respond. on the other hand, spear-

phishing attacks are very personalized. cybercriminals research 

their targets and often impersonate a trusted colleague, website, 

or business. like other phishing attacks, spear-phishing emails 

typically try to steal sensitive information, such as login credentials 

or financial information. For example, sometimes scammers 

impersonate an employee in a business, school, or other 

organization and request financial or personal information.

Spear-phishingPhishing

https://barracuda.com
https://www.barracuda.com/glossary/phishing
https://www.barracuda.com/glossary/spear-phishing
https://www.barracuda.com/glossary/spear-phishing
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Scammers use COVID-19 vaccination  
as a hook

cybercriminals are taking advantage of the heightened focus 

on the coviD-19 vaccine to launch spear-phishing attacks. 

capitalizing on fear and uncertainty, the attacks use urgency, 

social engineering, and other common tactics to lure victims.  

in the same way they’ve capitalized on the global pandemic with 

coronavirus-related phishing attacks, cybercriminals are trying to 

leverage the vaccine to steal money and personal information.

barracuda researchers identified two predominant types 

of spear-phishing attacks using vaccine-related themes: 

brand impersonation and business email compromise. after 

pharmaceutical companies announced the availability of vaccines, 

the number of related spear-phishing attacks spiked. vaccine-

related phishing emails impersonated a well-known brand or 

organization and included a link to a phishing website advertising 

early access to vaccines, offering vaccinations in exchange for 

a payment, or even impersonating health care professionals 

requesting personal information to check eligibility for a vaccine.

See the full details in Threat Spotlight: vaccine-related phishing.

https://barracuda.com
https://www.barracuda.com/glossary/brand-impersonation
https://www.barracuda.com/glossary/business-email-compromise
https://blog.barracuda.com/2021/03/04/threat-spotlight-vaccine-related-phishing/
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Geographic and network characteristics 
offer warning signs

with phishing attacks, the country where emails originate and the 

number of countries they are routed through on the way to their 

final destination offer important warning signs. researchers from 

barracuda and columbia university teamed up to analyze phishing 

emails, examining geolocation and network infrastructure across 

more than 2 billion emails, including 218,000 phishing emails.

a number of findings were uncovered, including the fact that 

phishing emails are more likely to have routes that traverse 

multiple countries compared to non-malicious emails. in addition, 

countries that have a higher probability of phishing are located 

in parts of eastern europe, central america, the Middle east, 

and africa. Surprisingly, the networks with the highest number of 

phishing attacks are owned by large cloud providers. 

See the full details in Threat Spotlight: The geographic and 

network characteristics of phishing attacks.

https://barracuda.com
https://blog.barracuda.com/2021/04/07/threat-spotlight-geography-network-characteristics-phishing/
https://blog.barracuda.com/2021/04/07/threat-spotlight-geography-network-characteristics-phishing/
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Cryptocurrency growth fuels 
phishing attacks

cryptocurrency has fueled and enabled a multibillion economy 

of ransomware, cyber-extortion, and impersonation. as the price 

of bitcoin rises and public interest in cryptocurrency grows, 

cybercriminals are taking advantage of the opportunities to trick 

potential victims and increase the profits they make from attacks. 

Due to the decentralized nature of cryptocurrency and lack of 

regulation, it has become the currency of choice for cybercriminals.

in an analysis of phishing impersonations and business email 

compromise attacks, barracuda researchers found that the volume 

of cryptocurrency-related attacks closely follows the growing price 

of bitcoin. previously used in extortion and ransomware attacks, 

cybercriminals have now started to incorporate cryptocurrency into 

spear-phishing, impersonation, and business email compromise 

attacks. in the past, attackers impersonated financial institutions 

Bitcoin price increase from 
October 2020 – April 2021

400%

Increase in Bitcoin-related impersonation 
attacks from October 2020 – April 2021

192%

while targeting your banking credentials. Today, they are using the 

same tactics to steal valuable bitcoins.

See the full details in Threat Spotlight: cryptocurrency and  

email attacks.

https://barracuda.com
https://www.barracuda.com/glossary/ransomware
https://www.barracuda.com/glossary/extortion
https://blog.barracuda.com/2021/06/29/threat-spotlight-cryptocurrency-email-threats/
https://blog.barracuda.com/2021/06/29/threat-spotlight-cryptocurrency-email-threats/
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Cybercriminals test email addresses  
with bait attacks

as attackers work to make their phishing attacks more 

targeted and effective, they’ve started researching potential 

victims, working to collect information that will help them 

improve the odds that their attacks will succeed. bait 

attacks are one technique attackers are using to test email 

addresses and see who’s willing to respond. also known as 

reconnaissance attacks, bait attacks are usually emails with 

very short content or none at all. The goal is to either verify 

the existence of the victim’s email account by not receiving 

any “undeliverable” emails or to get the victim involved in a 

conversation that would potentially lead to malicious money 

transfers or leaked credentials.

based on analysis by barracuda researchers, just over 35% of 

the 10,500 organizations analyzed were targeted by at least 

one bait attack during a one-month period, with an average 

of three mailboxes per company receiving one of these 

messages. Due to the fact that emails contain barely any text 

and don’t include phishing links or malicious attachments, it’s 

difficult for conventional phishing detectors to defend against 

these attacks. in addition, to avoid being detected, attackers 

typically use new email accounts from free services and rely 

on a low-volume, non-burst sending behavior in an attempt to 

get past bulk and anomaly-based detectors.

See the full details in Threat Spotlight: bait attacks.

1

https://barracuda.com
https://blog.barracuda.com/2021/11/10/threat-spotlight-bait-attacks/
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Speed matters when it comes to  
incident response 

in the event of a cybersecurity breach and the email threats 

that arise post-delivery, effective incident response is critical 

to quickly remediate the threat, stop the spread of the attack, 

and minimize potential damage. without an efficient incident 

response strategy, threats can go undetected until it’s too late.

barracuda researchers analyzed malicious emails sent to 

approximately 3,500 organizations, to better understand threat 

patterns and response practices. The research found that an 

organization with 1,100 users experiences about 15 email security 

incidents per month. on average, 10 employees are impacted 

by each phishing attack that manages to make it into inboxes. in 

addition, 3% of employees click on the link in malicious emails, 

exposing the entire organization to attackers. it only takes 16 

minutes on average for a user to click on a malicious link in an 

email, so fast investigation and remediation is key to keeping 

organizations safe.

See the full details in Threat Spotlight: post-delivery email threats.

https://barracuda.com
https://blog.barracuda.com/2021/06/02/threat-spotlight-post-delivery-email-threats/
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To maximize cybersecurity and minimize the risk of falling victim to 

sophisticated attacks, including ransomware, phishing, and other top 

threats, the rapidly evolving threat environment requires multi-layered 

protection that closes both the technical and human gaps.

https://barracuda.com
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Take advantage of artificial intelligence 

Scammers are adapting email tactics to bypass gateways and 

spam filters, so it’s critical to have a solution in place that uses 

artificial intelligence to detect and protect against phishing 

attacks, including business email compromise and brand 

impersonation. Deploy purpose-built technology that doesn’t 

solely rely on looking for malicious links or attachments. use 

machine learning to analyze normal communication patterns 

within your organization and spot anomalies that may indicate 

an attack.

with the evolution of phishing, attacks are becoming 

increasingly difficult for even trained and knowledgeable 

users to detect. organizations should invest in advanced 

detection techniques and services to automatically identify 

phishing emails and block potentially threatening messages 

and attachments from reaching email inboxes, without relying 

on users to identify them on their own.

get more information about ai-based protection from 

phishing and business email compromise.

!

https://barracuda.com
https://www.barracuda.com/glossary/phishing
https://www.barracuda.com/glossary/phishing
https://www.barracuda.com/glossary/business-email-compromise
https://www.barracuda.com/glossary/brand-impersonation
https://www.barracuda.com/glossary/brand-impersonation
https://www.barracuda.com/products/email-protection/phishing-protection
https://www.barracuda.com/products/email-protection/phishing-protection
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Secure your web applications  

online applications, including file-sharing services, web forms, 

and e-commerce sites, can be compromised by attackers and 

used to introduce ransomware. when it comes to protecting 

web applications, including from bad bots and api attacks, 

organizations should look for a waF-as-a-Service or web 

application and api protection (waap) solution. be sure it 

includes bot mitigation, DDoS protection, api security, and 

credential stuffing protection. configure it properly to protect 

against exploitation.

get more information about web application security and 

cloud application protection.

https://barracuda.com
https://www.barracuda.com/waf-as-a-service
https://www.barracuda.com/cap
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Proactively investigate and remediate  

while many malicious emails appear convincing, phishing-

detection systems and related security software can pick up 

subtle clues and help block potentially threatening messages 

and attachments from reaching email inboxes.

Some of the most devastating and successful spear-phishing 

attacks originate from compromised accounts, so be sure 

scammers aren’t using your organization as a base camp to 

launch these attacks. use technology to identify suspicious 

activity, including logins from unusual locations and ip 

addresses, a potential sign of a compromised account. be 

sure to also monitor email accounts for malicious inbox 

rules, as they are often used as part of account takeover. 

criminals log into the account, create forwarding rules, and 

hide or delete any email they send from the account, to try to 

cover their tracks. Deploy technology that recognizes when 

accounts have been compromised and remediates in real 

time by alerting users and automatically removing malicious 

emails sent from compromised accounts.

get more information about proactive threat identification and 

automated incident response.

https://barracuda.com
https://www.barracuda.com/glossary/account-takeover
https://www.barracuda.com/products/email-protection/incident-response
https://www.barracuda.com/products/email-protection/incident-response
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Train staffers to recognize and  
report attacks  

educate your employees about phishing, ransomware, and other 

types of attacks by making it part of security-awareness training. 

ensure they can recognize potential threats, understand their 

fraudulent nature, and know how to report them. 

help employees avoid making costly mistakes by creating guidelines 

that put procedures in place to confirm requests that come in by 

email, including making wire transfers and buying gift cards.

use phishing simulation to transform staffers from a security liability 

into a line of defense. Show them how to identify email, voicemail, 

and SMS attacks. Test the effectiveness of your training with in-the-

moment simulations. evaluate the users most vulnerable to attacks. 

get more information about phishing simulation and training.

https://barracuda.com
https://www.barracuda.com/products/email-protection/security-awareness-training


DeFenDing your buSineSS

26  |  Barracuda • ThreaT SpoTlighT: proTecTing your buSineSS in 2022

Use a variety of advanced solutions

Deploy advanced inbound and outbound security techniques, 

including malware detection, spam filters, network and web 

application firewalls, and sandboxing. encryption and Dlp 

help secure against accidental and malicious data loss. email 

archiving is critical as well for compliance and business-

continuity purposes.

For emails with malicious documents attached, both static and 

dynamic analysis can pick up on indicators that the document 

is trying to download and run an executable, which no 

document should ever be doing. The url for the executable 

can often be flagged using heuristics or threat intelligence 

systems. obfuscation detected by static analysis can also 

indicate whether a document may be suspicious.

if a user opens a malicious attachment or clicks a link to a 

drive-by download, an advanced network firewall capable 

of malware analysis provides a chance to stop the attack by 

flagging the executable as it tries to pass through.

get more information about protection that goes beyond 

next-generation firewalls.

https://barracuda.com
https://www.barracuda.com/glossary/dlp
https://www.barracuda.com/products/cloudgenfirewall
https://www.barracuda.com/products/cloudgenfirewall
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Mitigate risk with remote access

Try to reduce the amount of access you provide to your 

users wherever you can. if you can, narrow down to the least 

amount of access your users need to be productive. it’s best 

to implement Zero Trust access based on endpoint security 

postures, to securely manage your remote workforce and 

reduce the corporate attack surface.

get more information about enabling Zero Trust access from 

any device, anywhere.

https://barracuda.com
https://www.barracuda.com/products/cloudgen-access
https://www.barracuda.com/products/cloudgen-access


DeFenDing your buSineSS

28  |  Barracuda • ThreaT SpoTlighT: proTecTing your buSineSS in 2022

Build in a backup plan

in the event of a ransomware attack, a backup solution can 

minimize downtime, prevent data loss, and get your systems 

restored quickly, whether your files are located on physical 

devices, in virtual environments, or the public cloud. 

 

 

To avoid having backups affected by a ransomware attack, follow 

the 3-2-1 rule: keep three copies of your files on two different 

media types with at least one offsite.

get more information about data backup and recovery.

3 2 1

https://barracuda.com
https://www.barracuda.com/products/backup
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at barracuda we strive to make the world a safer place. we believe every business deserves access 

to cloud-first, enterprise-grade security solutions that are easy to buy, deploy, and use. we protect 

email, networks, data, and applications with innovative solutions that grow and adapt with our 

customers’ journey. More than 200,000 organizations worldwide trust barracuda to protect them — 

in ways they may not even know they are at risk — so they can focus on taking their business to the 

next level. For more information, visit barracuda.com. 
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